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ABSTRACT 

When electricity is stolen from distribution networks, non-technical losses (NTLs) have a negative impact on the 

quality of power supply and lower operating profits. Convolutional neural networks (CNNs) and random forests 

(RFs) are used in this research to help utility firms deal with the issues of wasteful electricity inspection and 

unpredictable power use. Attribute variations at different times of the day and on certain days can be learned using 

convolutional neural networks (CNN) that condense and down-sample vast amounts of data from smart meters 

During training, strategies such as back propagation and a dropout layer are used to prevent the network from being 

overfit. After then, the RF is taught to look for signs that a customer is attempting to steal electricity using the 

information it has gleaned. A grid search algorithm can be used to optimize the RF parameters of a hybrid model. To 

illustrate that the proposed detection strategy is more accurate and efficient than current methods, actual energy 

usage data is used. 

1.INTRODUCTION 

Purpose: 

The reduction of energy loss in electricity 

transmission and distribution is a serious concern for 

power suppliers all over the world. One of the most 

prevalent ways energy is wasted is through technical 

and non-technical losses (NTLs). Fraudulent acts 

involving energy may result in lower profits for 

power firms. 

The use of a CNN to extract features from high-

resolution smart-meter data piques our interest in 

detecting electricity theft. This study uses 
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convolutional neural networks (CNNs) to investigate 

how electricity is stolen from smart grids. As in a 

traditional single hidden layer feedforward neural 

network (SLFN), backpropagation is utilized to train 

the softmax classifier layer in a basic CNN. A decline 

in the SLFN's ability to generalize is possible when 

utilizing the backpropagation technique. 

Scope: 

The Goal of the Initiative Several methods exist for 

obtaining free electricity, causing the utility provider 

to suffer a loss of revenue. CNN data from smart 

meters is critical to the power theft detection model's 

operation since it automatically collects many aspects 

of customer usage behaviors. It is used as a 

replacement for the softmax classifier to improve 

detection performance. Customers' real-world data 

from Ireland and London's energy utilities was used 

to develop and test this model. 

II.LITERATURE SURVEY 

 

Technical and nontechnical losses in power system 

and its economic consequence in Indian economy 

AUTHORS: J. P. Navani, N. K. Sharma, and S. 

Sapra, 

ABSTRACT : Electricity shortages are a widespread 

problem in India, and they are only getting worse. 

These shortages have had a negative impact on the 

country's overall economic growth. The overall loss 

is equal to the sum of the distribution system's 

technical and non-technical losses. Large losses can 

be attributed to a lack of transmission and distribution 

(T&D), excessive transformation processes, 

inappropriate load distribution, and significant rural 

electrification. In the simplest terms, metered 

electricity losses can be described as the time-varying 

discrepancy between meter readings taken from the 

distribution network and those taken from other 

meters in the building. Technical losses in an 

electrical system include network impedance, current 

flows, and auxiliary power. Technical losses may be 

directly linked to network investment or network 

functioning. Thieves and unbilled accounts are just 

two of the many non-technical losses that might 

occur, as well as inaccuracies in metering and 

estimations of non-metered consumption. Analyzing 

power system losses through case studies and 

MATLAB simulations is one of the primary 

objectives of this work. 

2.2 A framework for enhanced metering systems 

to detect energy theft using several sensors, 

S. McLaughlin, B. Holbert, A. Fawaz, R. Berthier, 

and S. Zonouz are the authors of this book. 

The smart grid's advanced metering infrastructure 

(AMI) replaces analog devices with computerized 

smart meters, making it a critical component of the 

system. As a result of the widespread adoption of 

smart meters, AMI has become a prime target for 

energy theft via remote attacks and local physical 

tampering. For the most part, the many sensors and 

data sources that smart meters use to detect energy 

theft are ineffective because they produce many false 

positives. Our AMIDS intrusion detection system 

leverages sensor and smart meter data fusion to better 

identify energy theft, and we describe it in this paper. 

AMIDS models and detects theft-related behavior 

more accurately by combining meter audit logs and 

consumption data from physical and cyber events. 

AMIDS is able to accurately detect energy theft 

based on our experiments with normal and abnormal 
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load profiles. More fundamental analyses incorrectly 

labeled as malicious legitimate changes to the load 

profile that AMIDS accurately assessed as such. 

Smart grid security and privacy issues P. 

McDaniel and S. McLaughlin are the authors. 

This is one of the most significant shifts in the history 

of the electrical grid—the transition to smart grid 

technologies. With this new infrastructure, consumers 

and energy providers can better control and create 

electricity. The smart grid, like many new 

technologies, raises new questions about security. 

Ongoing smart grid installations around the world are 

examined here in terms of the reasons they are being 

implemented and the potential consequences of 

failures in security. Future projects may address the 

security issues that may be faced by future 

deployments. 

Nontechnical loss detection using artificial 

intelligence is difficult, according to a new survey. 

P. Glauner, J. A. Meira, P. Valtchev, R. State, and 

F. Bettinger are the authors of this article. 

ABSTRACT: Researchers in electrical engineering 

and computer science are becoming increasingly 

interested in detecting non-technical losses (NTL), 

such as electricity theft, defective meters, or billing 

problems. NTLs have a considerable negative impact 

on the economy, as they account for up to 40% of the 

total electricity provided in some countries. There is a 

strong focus on using artificial intelligence to 

determine if a consumer is responsible for NTL. NTL 

definitions and economic effects, such as decreased 

revenue and profit for energy providers as well as 

decreased grid stability and reliability, are briefly 

discussed in this study. After that, it takes a look at 

the most recent and most thorough research on the 

methods, features, and data sets that have been used. 

There are still many scientific and engineering 

obstacles to overcome before NTL detection can be 

improved. State estimation and variance analysis for 

non-technical loss detection 

III.SYSTEM ANALYSIS 

EXISTING SYSTEM: 

Existing machine learning methods include 

classification and clustering models. However, 

despite the uniqueness and impressiveness of the 

machine learning detection algorithms discussed 

above, their performance is still insufficient for 

practical use. Most of these methods need manual 

feature extraction due to their limited ability to 

handle high-dimensional data. It's true that the 

average consumption data includes the mean, 

standard deviation, maximum, and minimum. There 

are no manual methods for extracting the 2D 

properties of smart meter data because they are time-

consuming and tiresome. 

The existing system's drawbacks are detailed in this 

section. 

The performances are still not excellent enough to 

allow for practice. 

Time-consuming and can't gather 2D characteristics 

from smart meter data. 

PROPOSED SYSTEM: 

Utilities will be provided with a ranked list of its 

clients, according to the likelihood that they have an 

anomaly in their electric meters, through this process. 
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Figure 1 depicts the three primary steps of the 

electricity theft detecting system: 

To better understand why a CNN is employed for 

feature extraction, let's look at the factors that affect 

how people utilize electricity. Data cleaning 

(resolving outliers), missing value imputation, and 

data transformation are all part of data preprocessing 

(normalization). 

Using cross-validation, we partition the preprocessed 

dataset into train and test datasets to assess how well 

the methods in this paper perform. 

WHY THE PROPOSED SYSTEM IS 

ADVANTAGEOUS 

To determine whether or not a customer is stealing 

electricity. 

IV.SYSTEM DESIGN 

 Block Diagram 

 

Architecture 

 

FLOWCHART

 

 

 

IMPLEMENTATION: 

MODULES: 

The following steps are being taken by the author of 

the proposed paper: 

Using this module, you may read the power 

consumption data. 

2) Normalize and clean dataset: in this module, we 

will remove missing dataset and normalize the 

dataset. 

(3) Train the CNN Model: Using this module, we'll 

develop a theft prediction model by training CNN 

using a dataset, then extracting trained features from 

CNN and feeding them into the random forest 

algorithm. We've implemented a DROPOUT layer to 

get rid of superfluous functionality. 
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To calculate precision, recall, FSCORE, and 

accuracy, we'll use this module to train Random 

Forest with CNN features. 

Use this module to train SVM with CNN features, 

and then calculate precision, recall, FSCORE, and 

accuracy using the CNN features as inputs. 

On a typical dataset, we trained a random forest 

without CNN features and then calculated precision, 

recall, FSCORE, and accuracy. 6) Train Random 

Forest without CNN: 

Predictive modeling with SVM rather than CNN: We 

performed this analysis by first training the SVM on 

a typical dataset without incorporating CNN 

characteristics. 

8) Graph of Comparison: we will use this to provide a 

graph of comparison of all methods. 

In this module, we upload test data and CNN-RF 

makes a prediction about whether or not the records 

contain ENERGY THEFT. 

Algorithms: 

A single layer of a neural network with sigmoid 

activation is equal to a logistic regression model for 

binary classification. The sigmoid function that 

emerges from linear regression has a range of 0 to 1 

points. Aberrant patterns have values less than or 

equal to 0, whereas normal patterns have values 

greater than or equal to 0.50. 

Nonlinear separable problems are transformed into 

linear ones by projecting data into feature space and 

then finding the ideal separate hyperplane for the 

support vector machine classifier. The study uses the 

characteristics of handcrafted goods to predict 

consumer behavior. 

Overfitting can be minimized and performance 

improved by combining multiple decision trees into a 

single decision tree in a random forest. High-

dimensional data can be handled by the RF classifier 

while yet preserving a high level of efficiency. 

Gradient Boosting Decision Tree is an iterative 

strategy that consists of several decision trees. A 

majority vote is used in both random forests and the 

general Bayesian decision tree (GBDT), however the 

GBDT adds up each outcome or weight individually. 

In contrast to the suggested method, CNN, CNN-

GBDT, and CNN-SVM use softmax in the final 

layer. 

V.Implementation and Results 

Step 1:import libraries: 
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Model building 

 

Step 7: CNNRF 

 

Step 8: CNNSVM 

 

Step 9:Random Forest 
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Step 10: SVM 

 

Step  11:Defining prediction function 

 

Step 12:Accuracy comparison graph 

 

Step 13:Defining  the button size and 

configuration 
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CONCLUSION 

A new CNN-RF model for detecting electricity theft 

is provided in this research. In this architecture, the 

CNN serves as a feature extractor similar to a smart 

meter data analyzer, while the RF serves as a 

classifier for the results. In order to avoid overfitting, 

a fully linked layer with a dropout rate of 0.4 is 

developed during the training phase of the process. 

SMOT is also employed to address the issue of data 

imbalance. SVM, RF, GBDT, and LR are just a few 

of the deep learning and machine learning approaches 

that have been tested on the SEAI and LCL datasets. 

Due to two characteristics, the suggested CNN-RF 

model appears to be a promising classification 

method for the detection of electricity theft: Hybrid 

models can automatically extract features from a 

dataset, whereas standard classifiers rely heavily on 

hand-designed features, which is a time and labor-

intensive process. Another advantage of the hybrid 

model is that it incorporates the most widely used and 
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successful classifiers for detecting electricity theft, 

RF and CNN. 

Aiming for the Future: 

Detection of electricity theft has an impact on the 

privacy of consumers. Future research will look into 

how the granularity and duration of data collected by 

smart meters affects that confidentiality. Using the 

hybrid CNN-RF model for additional purposes (such 

as load forecasting) is something that should be 

investigated further. 
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